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Abstract

Successful operation of large particle detectors like the Compact Muon Solenoid (CMS)
at the CERN Large Hadron Collider requires rapid, in-depth assessment of data quality.
We introduce the "AutoDQM" system for Automated Data Quality Monitoring using
advanced statistical techniques and unsupervised machine learning. Anomaly detec-
tion algorithms based on the beta-binomial probability function and principal compo-
nent analysis are tested on the full set of proton-proton collision data collected by CMS
in 2022. AutoDQM identifies anomalous “bad” data affected by significant detector
malfunction at a rate 4 — 6 times higher than “good” data, demonstrating its effective-
ness as a general data quality monitoring tool.

Keywords: Particle Physics, Anomoly Detection, PCA, Data Quality Monitoring

Introduction
The Compact Muon Solenoid (CMS) experiment is a multipurpose particle detector
designed to collect large amounts of data from high-energy proton-proton (pp) colli-
sions at the CERN Large Hadron Collider (LHC) [1, 2]. The ATLAS and CMS experi-
ments jointly discovered the Higgs boson using LHC collision data collected between
2010 and 2012, and are currently seeking evidence for new physics which could explain
dark matter, dark energy, or the matter—antimatter asymmetry of the universe [3-5].
CMS identifies and measures electrons, muons, T leptons, photons, and hadrons using
a global “particle-flow” (PF) algorithm, which combines information from various sub-
detectors situated concentrically around the proton beam [6]. A multi-layer silicon
tracker traces the helical path of charged particles emerging from the collision point as
they are deflected by the CMS solenoid’s 3.8 T magnetic field [7]. Both charged and neu-
tral particles then deposit energy into the electromagnetic calorimeter (ECAL), made
from lead tungstate crystals, and the hadron calorimeter (HCAL), made from inter-
leaved brass absorbers and plastic scintillators [8—10]. Beyond the calorimeters, layers
of muon tracking detectors, including drift tubes, cathode strip chambers, resistive plate
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chambers, and gas electron multipliers are embedded in the CMS magnet’s flux-return
yoke [11]. While the LHC collision rate can exceed 30 MHz, at most around 100 kHz of
events pass the initial selection by the CMS Level-1 Trigger (L1T), which uses calorim-
eter and muon detector inputs to perform preliminary event reconstruction on custom
hardware boards in less than 4us [12]. The High-Level Trigger (HLT) then reconstructs
events in more detail using CPUs and GPUs, and sends around 1 kHz of collision data to
storage on hard disks [13].

One of the main challenges in operating CMS is to monitor the detector, trigger, and
particle reconstruction continuously to ensure that the collected data satisfy the strin-
gent criteria necessary for precise measurements and sensitive searches for new physics
phenomena. Data-taking “runs” comprising a few minutes to several hours of collision
data are processed in real time to create thousands of histograms which measure vari-
ous aspects of detector performance. Trained “shifters” monitor these histograms and
may intervene if the plots indicate anomalous behavior compared to previous runs. This
data quality monitoring (DQM) is performed for each subdetector system to immedi-
ately identify issues “online” based on raw data, and also “offline” after a few days when
full-detector PF reconstruction is available. Each year a few percent of the total data col-
lected by CMS, corresponding to a dozen or more hours of beamtime, are designated
as “bad” due to detector or reconstruction issues during data taking. Without DQM,
this fraction would be considerably higher, as problems would go unnoticed for a longer
period of time. Data quality monitoring is thus a time-consuming and labor-intensive
but important task, so it is critical to develop robust tools that can help shifters quickly
and reliably identify problems in any part of the highly complex CMS detector.

In this paper, we introduce the AutoDQM tool ,' a web-based service that employs a
generalized approach to automated DQM using statistical techniques and unsupervised
machine learning (Sect. 2). Anomaly detection algorithms based on the beta-binomial
probability function and principal component analysis (PCA) are discussed in Sects. 2.1
and 2.2. AutoDQM performance studies using L1T monitoring plots from the entire
2022 data set are presented in Sect. 3, along with examples of muon detector monitoring
using AutoDQM. These results and plans for future developments are summarized in
Sect. 4.

The AutoDQM tool

Traditional DQM in CMS is performed using the online and offline DQM web-based
GUIs, which contain hundreds of histograms for each CMS subdetector system [14].
DQM shifters for each subsystem examine selected histograms in a particular run and
look for differences compared to histograms from previous reference runs. Such anom-
alies could indicate degraded detector, trigger, or reconstruction performance which
would compromise the final physics analysis of the collected data. Of course, visual com-
parison of dozens or hundreds of histograms is fatiguing and error-prone. Basic Kol-
mogorov-Smirnov tests and approximate x> comparisons between two histograms are
available in the DQM GUISs, but are extremely unreliable at detecting true anomalies.

1 AutoDQM source code publicly available at https://github.com/AutoDQM/AutoDQM
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More advanced DQM techniques have long been considered [15, 16], and in two recent
cases were deployed by CMS [17, 18], but for a very limited selection of plots. The
AutoDQM anomaly detection tool is a web-based service which evaluates all forms of
online and offline DQM histograms and assists shifters in rapid and effective data mon-
itoring. AutoDQM uses x? and single-bin pull value tests based on the beta-binomial
probability function to look for anomalies in a given set of histograms compared to data
from multiple previous “reference” runs. PCAs are also trained on larger sets of refer-
ence histograms to generate complex models of good data, which are then used to iden-
tify histograms which deviate from the expectation. AutoDQM graphically represents
these statistical and machine learning (ML) tests to highlight anomalous regions within
the histograms, allowing shifters and detector experts to quickly identify and locate
issues as they arise.

Statistical tests

Most one-dimensional (1D) and two-dimensional (2D) histograms in the CMS DQM
GUI have an integer number of entries in each bin. Depending on the type of histogram
and the duration of the data-taking run, a specific histogram may contain millions of
entries, or just a few; and these entries may be distributed evenly, or concentrated in a
small number of bins. For a given data histogram, the number of entries d; in each bin
i may be treated as the frequency of a distinct outcome out of D trials, where D is the
integral of the histogram. A reference histogram from a prior run with integral R and r;
entries in each bin can be used to compute the likelihood £; to observe d; in each corre-
sponding bin from the later data run, using the beta-binomial function:

B(di+o,D—d;+ B)
B(a, B)

Li = f(diID,o, ) = (f ) 1)
where B is the beta function, @ = a9 + r;, and 8 = By + R — r;. We set g = Bp = 1, con-
sistent with uniform priors, and use the betabinom probability mass function (pmf)
implementation in SciPy to compute £; for all bins simultaneously using a numpy
array representation of the histogram [19]. These £; values can be compared to the max-
imum likelihood £7"* for each bin, corresponding to d/"** = D x r;/R (rounded up or
down). The ratio £;/L]"** gives a relative likelihood Efel, which is converted to a pull
value Z; in units of standard deviations using the relation Z? = —21In £, In order to
ensure a minimum “tolerance” of 1% in the prediction, we scale both R and r; by a fac-
tor of T = 1/4/1 + (10~% r;)2 when computing Efez for each bin, such that t x r; — 10%
as r; — 09, yielding a minimum uncertainty of about 1/ V10* = 1%. When comparing
a data run to multiple reference runs, Z; is derived using the average of the Efd values,
which are computed separately with respect to each reference run. With this approach, if
the observed data matches the expectation from at least one of the reference histograms
well, the pull values will not be very large. For example, if seven reference runs each give
E;el ~ 0 (Z; ~ 00) for a given bin, but one reference run gives Efd = 0.33 (Z; ~ 1.5), the
final Z; = \/m ~ 2.5, which is larger than 1.5 but much smaller than co.
This allows the statistical test to account for systematic variations in histogram shapes
due to changing collision conditions between runs.



Page 4 of 21

weiboIsiy |ND WOQ [PUIBIO 3Y3 Ul 3|qISIAUI }SOWIe 318 [00'/ZGE UNJ Ul SYDYap 959y “(WO0N0Qg) Suni aduaJajal,poob, Joud g 03 uni e1ep ayi burledwod uaym an|q ui syoyap 1uedyiubis Ajjesnsiels
40 suolbas buimoys dew 1eay ND@OINY Yl pue ‘AybL) 100’ZSE UNJ B1eP ‘(W3]) ZE6'9GE UNJ 9dUJ3JR) Ul (SDSD) Staguueyd diis spoyied Joy weiboisiy Aouednodo,qnis, oes uonw ey L b

(2026) 10:4

Brinkerhoff et al. EPJ Research Infrastructures

£0bX

ELY80LL Semu3

(PallaqeuN 6-T QIDSD) 1015

o5 o o€ oz ot

avan

eran

ersan

Qr+an

z+am

c+an

=01

N+3n

(PaliegeN 6-1 QI0SD) 101098

elan
arean
zoan
=
=
Neaw

01X

”
0 J9qWBYD OSO  [gozeve sewua

ervan
avean
2w
=
van

NeaN

KouednooQ saqueyd 9s9



Brinkerhoff et al. EPJ Research Infrastructures (2026) 10:4 Page 5 of 21

itMuonEt:
uGMT:’?lpuI muon 1 '—Q;E:m""s luonEta ugmtMuonEta
Fi gy vaes Run 356580 vs. 8 references
B . Data run
1000 ® 556560
. . References:
800 s . . 356578
. Ll 356576
600 oo D 356570
356569
. .
400 atos, | Se o of o Foas 356563
i o el - e L L 356523
.,35857nassn 200 L4 . 356446
n 0.0217461 356433
1.59078 J R Beta-binomial
L 0 B ivale
L L L L Lo v L
-2 E] 0 1 2 10
n 5
3 0
-5
“10
-2 -1 o 1 2
n
ugmtMuonEta
UGHT output muon n [ e ugmtMuonEta
25, Mean 002301 Run 356582 vs. 8 references
4 StdDdv 1.531
. Data run
.
2000 ® 565
B . . . References:
niries 409873 .
o —aozeris 1500 . i ' Ieere
RMS 1.5778 . * . 356576
7 C B . 356570
1000 N . 5 . 2o 4 J . 356569
al L " M . AE 356563
.
o A 356523
soo| # cen B ° i 356446
356433
o R  Beta-binomial

pull value

Pull
o

Fig. 2 The standard DQM histogram for the pseudorapidity distribution  of reconstructed muon tracks

in the L1T from data run 356,580 in black, overlaid with normalized distributions from 3 previous reference
runs (upper left). AutoDQM flags the data as anomalous compared to 8 previous reference runs, and
makes the local deficit more visible with the beta-binomial pull value histogram in green (upper right). The
corresponding plots for run 356,582, where the muon detector issue was resolved, are shown below

In the AutoDQM GUI, the pull values for each bin in a 2D histogram are displayed
as a heat map, allowing shifters to quickly identify the location of any significant excess
(red) or deficit (blue), as shown in Figs. 1 and 3. For 1D histograms, the data distribution
in blue overlays a per-bin probability-weighted average of the reference distributions in
red, with the pull values in a separate panel in green (Fig. 2). Only histograms identi-
fied as anomalous are displayed immediately to shifters, focusing their attention on con-
firmed discrepancies. Shifters can view the full set of histograms by clicking a button in
the GUI (Fig. 8).

The first statistical anomaly metric used by AutoDQM is x2 = > Z?/n, where n is
the number of bins. The second anomaly metric is the modified maximum pull magni-
tude Z/,,, out of all the bins, where the smallest single-bin relative likelihood £7¢ . is

first adjusted for the look-elsewhere effect: £7¢/! =1~ (1 — £/l " The x* and Z,,,,
thresholds to flag histograms as anomalous can be configured independently for each

type of histogram.

Machine learning for DQM anomaly detection

Machine learning algorithms can detect anomalies without the need for specific refer-
ence data, while also accounting for expected systematic variations in the histogram
shapes. AutoDQM currently uses unsupervised ML algorithms based on Principal
Component Analysis (PCAs), and we are developing algorithms based on normalized
autoencoders and normalizing flows. This is preferred over the supervised approach,
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in which algorithms are trained with explicitly labeled “good” and “bad” data, for two
reasons. First, bad data are rare — many detector subsystems do not have enough bad
data to effectively frame this as a supervised problem. Second, past problems resulting
in bad data may not be representative of future issues. The unsupervised approach only
requires a sufficient quantity of good data to train the algorithm, and is agnostic to the
particular type of anomaly which could indicate bad data.

More formally, our unsupervised approach to DQM anomaly detection can be framed
as follows: given a collection of histograms from good runs, we seek to learn a transfor-
mation 7 from the input space (i.e. the entries in each bin) into a lower-dimensional
“latent space’, such that the latent space can be used to approximately reconstruct the
original histogram. The form of the transformation 7 and the cost function used to opti-
mize its parameters is described for PCAs in section 2.2.1.

Once a transformation 7 has been learned, the anomaly score for data histogram d
(normalized to area 1) can be calculated as the sum of the squares of the errors (SSE)

between the original and reconstructed histograms:
n
SSE= > (df — dy)?, (2)
i=1

where d; are the contents of bin i of the normalized data histogram, and d; are the bin
contents obtained after applying the transformation 7 and subsequently its inverse:
d' = T~1(Td). Histograms that match the training data have a self-similar reconstruc-
tion under transformation 7 17, leading to low SSE scores, while those with significant
deviations compared to the training set do not. In this way, bad runs which behave dif-
ferently than the good runs used in training can be identified by DQM histograms with
high SSE scores, regardless of the nature of the anomaly.

One shortcoming of the normalized SSE metric is its anti-correlation to the number
of entries in a histogram, such that histograms in shorter runs consistently get higher
anomaly scores (see Appendix Appendix A). To address this, we instead use a x > metric,
which is intrinsically less sensitive to statistical fluctuations than the SSE. We use the
beta-binomial probability function (Eq. 1) with the original data histogram d (integral D,
not normalized to 1), and take d’ (integral I, again not normalized) scaled by 100 as the

“reference” histogram; so mathematically:
(X:Ol()-i-dl{XlOOal’ldﬂ:ﬂo—{—D/XIOO,Witha():ﬂo:l (3)

The factor of 100 suppresses any statistical uncertainty in the transformed bin contents
d!, leaving only the uncertainty in the original d;. However, this x? score is consistently
low for histograms with fewer entries, so a modified version is used, scaling by the num-
ber of entries D:

x*'=y*/ DV (4)

This scaling mitigates the x 2 score dependence on D, as shown in Appendix Appendix A.
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Principal component analysis

Principal component analysis is an unsupervised ML approach frequently used in the
context of dimensionality reduction [20]. AutoDQM uses the PCA implementation
from scikit-1learn [21]. The PCA takes a 1D or 2D histogram from a given run as
input, and transforms it into 2 key components extracted from the training set of 216
good runs. 2D histograms are first flattened into 1D for both training and evaluation. We
found that merging low-occupancy bins improves the PCA reconstruction by reducing
the impact of statistical fluctuations. Merging proceeds iteratively until each bin contains
at least 0.33% of the histogram entries, averaging the bin occupancy over the full train-
ing dataset. The reconstruction is produced from the latent space via re-transformation,
with negative bins set to zero using a rectifier function as introduced in Ref. [22]. This
avoids non-physical reconstructed histograms, and is applied in the last stage to avoid
biasing the weights in the PCA re-transformation workflow.

The PCA reconstruction ought to closely agree with the input histogram for good his-
tograms, but anomalous features will not be identified as principal components in the
initial transformation, and thus will not appear in the same way in the reconstruction. By
comparing the input and reconstructed histograms, the PCA can flag anomalous histo-
grams based on high x2’ scores (Eq. 4), typically > 0.4, as shown in Fig. 4.

Performance evaluation

Assessment strategy

When developing anomaly detection tools, it is often difficult to rigorously measure
their performance identifying true anomalies in data. An unbiased assessment using real
anomalies in real data requires an independent measure of “anomalousness” on the same
set of data. Ideally, this independent measure would also focus on important anoma-
lies, as many types of data variation have no bearing on whether the data is “good” — in
the case of CMS, usable for later physics analysis. Previous anomaly detection studies
for CMS DQM have either used histograms which were individually labeled as bad by
visual inspection, or have generated artificial anomalies to mimic problematic detector
behavior [15-18].

To measure the AutoDQM performance, we use a full year’s worth of data collection
runs which were labeled as good or bad by the CMS Physics Performance and Datasets
(PPD) group. The PPD team synthesizes information about each run from detector sub-
system experts and analyzers who study reconstructed hadron jets, t leptons, photons,
electrons, and muons. PPD then decides whether any detector or reconstruction issues
observed are serious enough to exclude all or part of the data in a run from CMS physics
analyses. The final determination is made without reference to the AutoDQM tool, and
frequently uses information which is not available in the DQM GUI at all. Thus the PPD
evaluation is both independent of AutoDQM, and reflects the seriousness of anomalous
behavior in the CMS detector.

Our assessment data set includes 265 good and 43 bad runs collected in 2022, repre-
senting an integrated luminosity of 36 fb~1. Selected runs are required to have lasted at
least 5 min and contain at least 3 pb~! of collision data, to ensure a sufficient number of
entries in the DQM histograms. Good runs must have at least 90% of their data labeled
good by PPD; bad runs must be over 50% bad, or contain over 40 pb~! of bad data. For
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each run, we examine 62 histograms from the L1T online DQM, covering inputs from
the ECAL, HCAL, and muon chambers. Typical histograms produced for L1T recon-
structed hadron jets, electrons and photons, t leptons, and muons include 1D and 2D
distributions of their n and/or ¢ location, transverse momentum (pr), and isolation- and
identification-related quantities. Because the L1T does not receive any information from
the silicon tracker, we exclude runs that PPD labeled bad due to tracker issues.

Assessment Metrics

For each histogram in each run, we compute the x% and Z/,, . anomaly score values from
the beta-binomial statistical test (Eq. 1), comparing to 1, 4, or 8 prior reference runs.
Reference runs must be labeled as good by PPD, and must have lasted at least 30 min.
This matches typical shifter procedures, where longer reference runs with no known
issues are compared to the most recent data run. The PCA algorithms were trained on
all 216 good runs from 2022 lasting at least 30 min, and the x2’ from Eq. 4 is used as

the anomaly score. The anomaly scores s for each histogram from the 265 good runs

5 CMS 2022 (13.6 TeV) 08 CMS 2022 (13.6 TeV)

Beta-binomial x? test

Beta-binomial x? test
0.7
—— 1 reference run

o 4 reference runs
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Mean histogram flags per bad run
Fraction of bad runs with =3 histogram flags
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Fig. 5 Performance of the beta-binomial x? and maximum single-bin pull (7.,,,,) statistical tests (Sec. 2.1) on
L1T DQM histograms from 308 runs containing 2022 data. ROC curves are constructed based on the mean
number of histograms flagged per run (left), and the fraction of runs with at least 3 histograms flagged (right),
comparing the data to 1, 4, or 8 prior reference runs

Page 10 of 21



Page 11 of 21

(1ybu) pabbeyy sweiboisiy G 4o ‘g ‘| 15| 1B YUM SunJ JO UOIIDeI) Y3 pue ‘(1y3)) uni 1ad pabbey
SWpIb03SIY JO JSGUINU UB3W 33 UO PISE] PS1DNIISUOD 2JR S3AIND DOY BIep 707 BuluIeIuod suni gog wolj swelbolsiy WD L1 U0 (77 935) 1591 , X pauipow Dd 241 O aduewiopad 9 *bid

(2026) 10:4

Brinkerhoff et al. EPJ Research Infrastructures

sbe|s welboisiy N = yiim suni poob Jo uojzdoeldq

GE'0 0£0 SZO 020 SI0 OT0 SO0 000 S v € z 1 0
1 1 1 1 1 1 \\ 0.0 1 1 1 1 — o
PR m ="
G =N 'sploysaiyy X —— -~ o
. Pidd LT0 = Lz
€ = N ‘sploysaiyy X o S =
D
T = N ‘SPIoysaiyy X —v— 20 S S
o v
Q - =.
N Ao &
F€0 ¢ a
=] tg <2
< 3
rv'0 W =
> r8 o
v Q
LS00 =2 o
= Lot @
v o
" oa Q
r90 8 sploysaiyy X —o— a
bl
Q ¢t =
3 5
A
3593 X payipow vod g 3593 X payipow vod |yt
n
80

(ASL 9°€T) 2202 SIND

unJ poob Jad sbely welboisiy uesp

(A3L 9°€T) 2202 SIND



Page 12 of 21

(3ybu) pabbeyy sweibolsIy € 1Ses| 18 YIM SunJ JO UONDRIY 3Y) pue ‘(ya)) uni uad pabbey swpiboisiy
JO J3QUINU UPSW 31 UO PISE] Pa1dNJISUOD 2B SIAIND DOY "PIEP £Z0¢ Bululeluod suni gog woly sweibolsiy NOQ 117 Uo SWylLoble yDd PUe [eluoulg-elag paulguiod Syl JO 90UeWIoLSd £ *Bid

(2026) 10:4

Brinkerhoff et al. EPJ Research Infrastructures

sbely weabolsiy €= yum sund poob Jo uoijdelq

GE0 0€0 SO0 O0CO0 GST'0O OT0 SO0 000

—+ 00
X paLIpow vod @ -~ 3
. 0
[Ind xew pue X |ejwouig-e1dg -0 rT°0 = =
|elwioulq-e31aq pue yod —v— > ]
- L 20 S =
5 =)
o )
Leo 2 &
> -
) [«)]
3
rv'0 W.. =
> Q
v @
tgo W °
= ®
& |eIWOUIg-BI9] PUe YOd —V— a
90 & X PaLIPOW ¥Od —@— 3
2 iInd xew pue X [ejwouig-e19g 0 r0c w
FL0 =
$3591 YDd pue [ejwoulq-e3aq paujquiod a $1593 VDd pue [ejwoulq-e3aq paujquiod
8'0 14
(ASL 9°€T) 220T SO (ASL 9°E€T) 2207 SO

unJ poob Jad sbejy weaboisiy uesp




Page 13 of 21

(2026) 10:4

Brinkerhoff et al. EPJ Research Infrastructures

= y PAKA [BATIINd ™ XeW
=
= xe £8°08 pasrenbg 1y
mi,
— " anJ} snojewouy
L] -l &
- sanjeA|ind Jojeredwon
SJIHo9
el WHO9HOY eweN
s . T
. 2 - E oo
————— -_—- == e
TN , =
- T1IR =
- » _ - s
- L
- -
- , - - - . |
IS——————— i — o
-
Sjuswbagoy
BO0GS 3907 TOOWE WP | s Wy SIHORWON
LIND 8E:6€:01 £202 AON €0 ‘U4 -
g ) sjojd ueppiy moys
0S80 :walsAsgng
B886GSE 166SSE £66SSE 866SSE 1009S€ uny E 10010 E
aullyO 821nos NOA
uonpyelbuis  uonpeibuis ejdwes UnJ Bjep JUBIBYIP © 199|8S
2coguny 2goguny  saues toamm
ey ungewa siesa woaoiny

siold Woagoiny

13| 3y uo [aued e u

pake(dsip aJe weiboisiy Yyoes 1o} sa103s Ajewoue asidaid ay] 9|6603,510|d uspply moys, a4l Buisn pamala ag ued snojeuloue se pabbeyy 10u swielboisiy pue ‘Buiydip Ag papuedxa oG ued 1oid yoe3
"3N|q ul,SHY, UONW Pa1dNIISU0I3 JO AOuedndO0 MO| A|SNOjeUIOUE YLIM SI9GUIRYD SNOJSWNU BUIMOYS ‘7207 Ul |00'9SE UnJ Ul (SDSD) slagquieyd diis spoyied syl 1oy abedgem |ND WOoNy 8 *bi4



Page 14 of 21

SaNSS| BuluUNI-HBUO| pue MaU U39M13G YsSINBUNSIP 01 JaLIYS 3y buimojje ‘@xym uj Jeadde suni ajdinw ssoioe A1dwa Apuaisisuod ale Yoiym suoibay
*an|q Ul A5uedn220 Moj A|snojeuloue Yum suoibal Buimoys ‘zz0z Ul LOO'9SE UNJ J0j $1012919P DSD 341 Ul UoANGLASIP 1Y, UONW Pa12NIIsUu0al [ed11awoab oyl Jo s1oid |ND Wogoiny 6 *bid

(wd) X [eqo|D (wd) X [eqo|9

(2026) 10:4

Brinkerhoff et al. EPJ Research Infrastructures

005

0

005~

009~

00v—

00z—

(wd) A leqo|o

0

005~

009—

00—

00z~

(wd) A 1eqo|n



Brinkerhoff et al. EPJ Research Infrastructures (2026) 10:4 Page 15 of 21

(including those lasting less than 30 min) are ranked, allowing us to set variable anom-
aly thresholds ¢; = (s; + si+1)/2 for each histogram type, based on the ranked values. At
the lowest threshold for a given histogram type, to = (so + $1)/2, that histogram will be
flagged as anomalous in all but one good run. At ¢; = (s1 + s2)/2, this histogram will be
flagged in all but two good runs, with the pattern continuing to higher thresholds. The
maximum threshold for a given histogram type is set above the highest value seen in any
good run: tuax = Smax + (Smax — Smax—1)/2. For each good and bad run, at each thresh-
old index, we count how many of the 62 different histograms are flagged as anomalous,
i.e. for which s > ¢;.

Ideally AutoDQM would flag a large number of histograms from bad runs, and only
a few from good runs. It is also important to check what fraction of good and bad runs
have a significant number of anomaly flags. If good runs consistently have many histo-
grams flagged as anomalous, “alert fatigue” will set in, and shifters will start to ignore
the AutoDQM output. Having a low number of flagged histograms is also important to
allow shifters and experts to follow up on notable anomalies even in good runs, in case
some intervention is needed.

We thus construct two types of receiver operating characteristic (ROC) curves based
on the number of flagged histograms in each run. The histogram flags (HF) ROC shows
the average number of histograms flagged as anomalous by a given test for a variety of
thresholds in good and bad runs, as shown on the left-hand side of Figs. 5 — 6. The run
flags (RF) ROC is based on the fraction of runs with at least N histograms (out of the 62)
flagged as anomalous, and can be seen on the right-hand side of Figs. 5 — 6. We evaluate
the RF ROC for N =1, 3, and 5, to test both “tight” and “loose” anomaly thresholds.

Assessment results
The beta-binomial and PCA algorithms both show strong discrimination between good
and bad runs. When the mean number of histogram flags is low (< 3) for good runs, the
HF ROC plots show 3 — 4 times more flags in bad runs. The RF ROC plots show similar
behavior for the fraction of good and bad runs with N > 1, 3, and 5 histogram flags:
with less than 12% of good runs flagged, 35 — 50% of bad runs exceed the threshold. It
is worth noting that we do not expect AutoDQM (or any anomaly detection approach)
to identify 100% of bad runs in this data set. In many cases, the relevant issue had no
impact on the L1T, or was simply not visible in the online DQM histograms. We also do
not expect to achieve a 0% flagging rate for good runs. In fact, many good runs have true
anomalies which should be flagged. Nevertheless, AutoDQM applied to L1T monitor-
ing alone was able to detect half of the serious issues affecting CMS data quality in 2022,
with less than 12% of good runs flagged as anomalous.

The beta-binomial x2 and Z/,
number of reference runs for the comparison (Fig. 5). This is expected, as reconstructed

« tests perform significantly better when using a larger
particle occupancy distributions in the detector are sensitive to the number of simulta-
neous collisions (“pileup”), so runs taken with different amounts of pileup yield DQM
histograms with different shapes. When using multiple reference runs, at least one of
them is likely to have similar pileup conditions to the data run being tested. The pileup
dependence is taken into account naturally in the PCA algorithms (Fig. 6), which are
trained on a large number of runs spanning the full range of pileup conditions.
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Fig. 11 2D correlation of PCA derived SSE (left) and x?2 (right) score ranks to the rank of the number of input
data histogram entries for 1D (top) and 2D (bottom) L1T DQM plots from 265 good runs collected by CMS in
2022.The rank is computed by comparing each histogram to histograms of the same type from other good
runs, with 62 histogram types in total. The x2” test has much lower correlation to the number of entries than
SSE, and high-rank scores appear for histograms with both high- and low-rank number of entries

While there is some variation among the algorithms, none appears to be decisively
superior to the others. The best performance is achieved by applying all three quality
tests simultaneously (Fig. 7). In this case, the HF ROC plot shows 4 — 6 times more flags
in bad runs than in good runs, and over 55% of bad runs have at least 3 flags for a thresh-
old where only 13% of good runs have 3 flags. For the combined tests, the number of
distinct flags is counted, i.e. if the same histogram is flagged by 2 tests, that counts as 2
anomaly flags.

Application to Muon Detector Monitoring

While the L1T online DQM histograms provide a good test case for global AutoDQM
performance with inputs from multiple subdetectors, the AutoDQM tool has also
been applied successfully in muon detector monitoring. Of the 43 bad runs used in the
studies above, only 1 was flagged as bad by PPD due to issues in the muon detectors.

Page 17 of 21
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number of input data histogram entries for 1D (left) and 2D (right) L1T DQM histograms from 265 good runs
collected by CMS in 2022. The rank is computed by comparing each histogram to histograms of the same
type from other good runs, with 62 histogram types in total. No strong correlation between rank and number
of entries is observed

Nevertheless, it is important to closely monitor and identify any significant changes in
the muon detector performance, e.g. chambers which occasionally malfunction, requir-
ing expert intervention. The CSCs in the CMS endcaps contain a total of 540 cham-
bers, of which a handful may be disabled at any given time. Very rarely, a dozen or more
chambers temporarily malfunction simultaneously. In this case, the AutoDQM webpage
flags numerous CSC DQM histograms as anomalous (Fig. 8). Furthermore, the indi-
vidual AutoDQM plots clearly show the geometrical regions with new deficits of muon
tracks in blue (Fig. 9). This allows CSC experts to quickly assess the scope and identify
the source of new detector issues, enabling prompt intervention.

Summary and Outlook

Data quality monitoring (DQM) presents an immense challenge to particle physics
experiments, which will only grow as the data collected increases in volume and com-
plexity. The AutoDQM system for generalized, automated DQM dramatically augments
the ability of physicists to quickly identify and localize anomalous behavior in the CMS
detector. Using a set of monitoring histograms from the CMS Level-1 Trigger system
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Fig. 13 2D correlation of beta-bimomial maximum single-bin pull (Z/,,,) statistical test score values (top)
and score ranks (bottom) to the number of input data histogram entries for 1D (left) and 2D (right) L1T
DQM histograms from 265 good runs collected by CMS in 2022. The rank is computed by comparing each
histogram to histograms of the same type from other good runs, with 62 histogram types in total. No strong
correlation between rank and number of entries is observed

covering the entire CMS proton-proton collision data set from 2022, AutoDQM’s com-
bined statistical and machine learning tests successfully identified over 50% of all “bad”
data with significant detector malfunction, while flagging less than 15% of “good” data
as anomalous. AutoDQM also demonstrates its effectiveness in visually highlighting
changes in CMS muon detector performance. Application to additional CMS subdetec-
tor systems will allow for more rapid, accurate identification of important issues affect-
ing collision data in the future.

Appendix A : Anomaly Score Dependence on Histogram Occupancy

In order effectively monitor data quality, anomaly tests should be unbiased with respect
to the number of entries in the histogram, which correlates directly to the length of the
data-taking run and the collision rate. As shown in Fig. 10 (left), the SSE values (Eq. 2)
comparing the normalized input histograms and the PCA transformed output histo-
grams in good runs show a strong linear anti-correlation with the number of entries
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in the original data histograms. This means that histograms with lower statistics (from
shorter runs) will have a much higher probability to be flagged as anomalous. Com-
paring the unnormalized input data histogram to a high-statistics scaling of the PCA
transformed output histogram using a beta-binomial yx? test (Egs. 1 and 3), the trend is
opposite: only high-statistics histograms get very high x2 scores (Fig. 10 middle). After
testing numerous approaches, the modified x2’ value (Eq. 4), which is scaled by the
number of entries to the —1/3 power, shows the least correlation with the number of
entries (Fig. 10 right). This is verified in Fig. 11, where the score rank within a given his-
togram class (similar to the threshold logic in Sec. 3.2) is plotted against the rank of the
number of entries. Almost all of the high-rank SSE scores cluster at low-rank number of
entries (left), while high-rank x2’ scores are found across the spectrum of ranked num-
ber of entries (right). The 1D and 2D histograms plot different quantities related to dif-
ferent types of particles, and the 2D histograms generally have a larger number of bins,
so we do not expect their score distributions to be the same.

Figures 12 and 13 show that the beta-binomial x? and maximum single-bin pull (Z], .
from Sec. 2.1) statistical tests (Eq. 1), performed with 8 reference runs, are not correlated
to the number of entries in the data histogram being tested.

Supplementary Information
The online version contains supplementary material available at https://doi.org/10.1007/s41781-025-00147-2.

[ Supplementary file 1. }

Acknowledgements

We congratulate our colleagues in the CERN accelerator departments for the excellent performance of the LHC and
thank the technical and administrative staffs at CERN and at other CMS institutes for their contributions to the success

of the CMS effort. In addition, we gratefully acknowledge the computing centers and personnel of the Worldwide LHC
Computing Grid and other centers for delivering so effectively the computing infrastructure essential to our analyses.
Finally, we acknowledge the enduring support for the construction and operation of the LHC, the CMS detector, and

the supporting computing infrastructure provided by the following funding agencies: SC (Armenia), BMBWF and FWF
(Austria); FNRS and FWO (Belgium); CNPq, CAPES, FAPERJ, FAPERGS, and FAPESP (Brazil); MES and BNSF (Bulgaria); CERN;
CAS, MoST, and NSFC (China); MINCIENCIAS (Colombia); MSES and CSF (Croatia); RIF (Cyprus); SENESCYT (Ecuador); ERC
PRG, RVTT3 and MoER TK202 (Estonia); Academy of Finland, MEC, and HIP (Finland); CEA and CNRS/IN2P3 (France); SRNSF
(Georgia); BMBF, DFG, and HGF (Germany); GSRI (Greece); NKFIH (Hungary); DAE and DST (India); IPM (Iran); SFI (Ireland);
INFN (Italy); MSIP and NRF (Republic of Korea); MES (Latvia); LMTLT (Lithuania); MOE and UM (Malaysia); BUAP, CINVESTAV,
CONACYT, LNS, SEP, and UASLP-FAI (Mexico); MOS (Montenegro); MBIE (New Zealand); PAEC (Pakistan); MES and NSC
(Poland); FCT (Portugal); MESTD (Serbia); MCIN/AEI and PCTI (Spain); MOSTR (Sri Lanka); Swiss Funding Agencies (Switzer-
land); MST (Taipei); MHESI and NSTDA (Thailand); TUBITAK and TENMAK (Turkey); NASU (Ukraine); STFC (United Kingdom);
DOE and NSF (USA).

Author Contributions

This project is a collaborative project, supported by many members of the CMS Collaboration over the years. This effort
was coordinated by Andrew Brinkerhoff, Indara Suarez, Chad Freer, and Samuel May. Andrew Brinkerhoff, Chosila Sutan-
tawibul, Indara Suarez, Robert White, Caio Daumann, Jonathan Guiang, Chad Freer, Samuel May, and Bennett Marsh

are the main developers of the autoDQM software. Andrew Brinkerhoff, Chosila Sutantawibul, Indara Suarez, Robert
White, and Caio Daumann compiled the manuscript. Darin Acosta, Alex Aubuchon, Emanuela Barberis, Aaron Bundock,
Claudio Campagnari, Evan Collins, Preston Epps, Johannes Erdmann, Henning Flaecher, Junshen Huang, Vivan Nguyen,
Ryan Nie, Sudarshan Paramesvaran, John Rotter, Kaitlin Salyer, Siddhesh Sawant, Tanvi Sheokand, and Darien Wood
have completed important studies and helped in the development of the autoDQM software. The CMS Muon Detector
Collaboration supported the work by providing experts in each detector subsystem and generous resources for the
development. The names of all members of the CMS Muon Detector Collaboration are included in the supplementary
material. All authors reviewed the manuscript.

Data Availability
No datasets were generated or analysed during the current study.


https://doi.org/10.1007/s41781-025-00147-2

Brinkerhoff et al. EPJ Research Infrastructures (2026) 10:4 Page 21 of 21

Declarations

Competing interests
The authors declare no Conflict of interest.

Received: 11 April 2025 Accepted: 30 September 2025
Published online: 09 February 2026

References
1. Collaboration CMS (2008) The CMS experiment at the CERN LHC. JINST 3:08004. https://doi.org/10.1088/1748-
0221/3/08/508004

2. LHCStudy Group (1995) The Large Hadron Collider: Conceptual design. LHC Yellow Book https://doi.org/10.17181/
CERN-AC-95-05-LH

3. Collaboration CMS (2012) Observation of a new boson at a mass of 125 GeV with the CMS experiment at the LHC.
Phys Lett B 716:30. https://doi.org/10.1016/j.physletb.2012.08.021. arXiv:1207.7235

4. Aad Getal (2012) Observation of a new particle in the search for the standard model Higgs boson with the ATLAS
detector at the LHC. Phys Lett B 716:1. https://doi.org/10.1016/j.physletb.2012.08.020. arXiv:1207.7214

5. Dainese A, et al (eds.) (2019) Report on the Physics at the HL-LHC,and Perspectives for the HE-LHC. CERN Yellow
Reports: Monographs, 7/2019. CERN, Geneva, Switzerland. https://doi.org/10.23731/CYRM-2019-007

6. Sirunyan AM et al (2017) Particle-flow reconstruction and global event description with the CMS detector. JINST
12:10003. https://doi.org/10.1088/1748-0221/12/10/P10003. arXiv:1706.04965 [physics.ins-det]

7. Chatrchyan S et al (2014) Description and performance of track and primary-vertex reconstruction with the CMS
tracker. JINST 9:10009. https://doi.org/10.1088/1748-0221/9/10/P10009. arXiv:1405.6569 [physics.ins-det]

8. Sirunyan AM et al (2021) Electron and photon reconstruction and identification with the CMS experiment at the
CERN LHC. JINST 16(05):05014. https://doi.org/10.1088/1748-0221/16/05/P05014. arXiv:2012.06888 [hep-ex]

9. Sirunyan AM et al (2018) Performance of reconstruction and identification of = leptons decaying to hadrons and v,
in pp collisions at 4/s = 13 TeV. JINST 13(10):10005. https://doi.org/10.1088/1748-0221/13/10/P10005. arXiv:1809.
02816 [hep-ex]

10. Khachatryan Vet al (2017) Jet energy scale and resolution in the CMS experiment in pp collisions at 8 TeV. JINST
12:02014. https://doi.org/10.1088/1748-0221/12/02/P02014. arXiv:1607.03663 [hep-ex]

11. Sirunyan AM et al (2018) Performance of the CMS muon detector and muon reconstruction with proton-proton col-
lisions at /s = 13 TeV. JINST 13:06015. https://doi.org/10.1088/1748-0221/13/06/P06015. arXiv:1804.04528 [physics.
ins-det]

12. Sirunyan AM et al (2020) Performance of the CMS Level-1 Trigger in proton-proton collisions at 4/s = 13TeV. JINST
15:10017. https://doi.org/10.1088/1748-0221/15/10/P10017. arXiv:2006.10165 [hep-ex]

13. Collaboration CMS (2019) Performance of the CMS High Level Trigger during LHC Run-2. JINST 19:11021. https://doi.
org/10.1088/1748-0221/19/11/P11021. arXiv:2410.17038

14. AzzoliniV et al (2019) The Data Quality Monitoring software for the CMS experiment at the LHC: past, present and
future. EPJ Web Conf 214:02003. https://doi.org/10.1051/epjconf/201921402003

15. Borisyak M, Ratnikov F, Derkach D, Ustyuzhanin A (2017) Towards automation of data quality system for CERN CMS
experiment. J. Phys. Conf. Ser. 898(9) https.//doi.org/10.1088/1742-6596/898/9/09204 1arXiv:1709.08607

16. Pol AA, Cerminara G, Germain C, Pierini M, Seth A (2018) Detector monitoring with artificial neural networks at the
CMS experiment at the CERN Large Hadron Collider. Comput. Softw, Big Sci. https://doi.org/10.48550/arXiv.1808.
00911arXiv:1808.00911

17. CMS ECAL Collaboration (2024) Autoencoder-based Anomaly Detection System for Online Data Quality Monitor-
ing of the CMS Electromagnetic Calorimeter. Comput. Softw. Big Sci. 8(11) https://doi.org/10.1007/541781-024-
00118-zarXiv:2309.10157

18. Asres M (2023) the CMS HCAL Collaboration, et al Spatio-temporal anomaly detection with graph networks for data
quality monitoring of the hadron calorimeter. Sensors 23(24):9679. https://doi.org/10.3390/523249679. arXiv:2311.
04190

19. SciPy-Contributors: SciPy beta-binomial implementation, accessed 2025-01-23:.. Accessed: 2025-01-23. https://docs.
scipy.org/doc/scipy/reference/generated/scipy.stats.betabinom.html

20. Pearson K (1901) On lines and planes of closest fit to systems of points in space. Lond Edinb Dublin Philos Mag J Sci
2(11):559-572. https://doi.org/10.1080/14786440109462720

21. Pedregosa F et al (2011) Scikit-learn: Machine learning in Python. J Mach Learn Res 12:2825-2830 arXiv:1201.0490

22. Glorot X, Bordes A, Bengio Y (2011) Deep sparse rectifier neural networks. In: Proceedings of the Fourteenth Interna-
tional Conference on Artificial Intelligence and Statistics, 15, 315-323. PMLR, 7?2, https://proceedings.mlr.press/v15/
glorot11a.html

Publisher’s Note

Springer Nature remains neutral with regard to jurisdictional claims in published maps and institutional affiliations.


https://doi.org/10.1088/1748-0221/3/08/S08004
https://doi.org/10.1088/1748-0221/3/08/S08004
https://doi.org/10.17181/CERN-AC-95-05-LH
https://doi.org/10.17181/CERN-AC-95-05-LH
https://doi.org/10.1016/j.physletb.2012.08.021
http://arxiv.org/abs/1207.7235
https://doi.org/10.1016/j.physletb.2012.08.020
http://arxiv.org/abs/1207.7214
https://doi.org/10.23731/CYRM-2019-007
https://doi.org/10.1088/1748-0221/12/10/P10003
http://arxiv.org/abs/1706.04965
https://doi.org/10.1088/1748-0221/9/10/P10009
http://arxiv.org/abs/1405.6569
https://doi.org/10.1088/1748-0221/16/05/P05014
http://arxiv.org/abs/2012.06888
https://doi.org/10.1088/1748-0221/13/10/P10005
http://arxiv.org/abs/1809.02816
http://arxiv.org/abs/1809.02816
https://doi.org/10.1088/1748-0221/12/02/P02014
http://arxiv.org/abs/1607.03663
https://doi.org/10.1088/1748-0221/13/06/P06015
http://arxiv.org/abs/1804.04528
https://doi.org/10.1088/1748-0221/15/10/P10017
http://arxiv.org/abs/2006.10165
https://doi.org/10.1088/1748-0221/19/11/P11021
https://doi.org/10.1088/1748-0221/19/11/P11021
http://arxiv.org/abs/2410.17038
https://doi.org/10.1051/epjconf/201921402003
https://doi.org/10.1088/1742-6596/898/9/092041
http://arxiv.org/abs/1709.08607
https://doi.org/10.48550/arXiv.1808.00911
https://doi.org/10.48550/arXiv.1808.00911
http://arxiv.org/abs/1808.00911
https://doi.org/10.1007/s41781-024-00118-z
https://doi.org/10.1007/s41781-024-00118-z
http://arxiv.org/abs/2309.10157
https://doi.org/10.3390/s23249679
http://arxiv.org/abs/2311.04190
http://arxiv.org/abs/2311.04190
https://docs.scipy.org/doc/scipy/reference/generated/scipy.stats.betabinom.html
https://docs.scipy.org/doc/scipy/reference/generated/scipy.stats.betabinom.html
https://doi.org/10.1080/14786440109462720
http://arxiv.org/abs/1201.0490
https://proceedings.mlr.press/v15/glorot11a.html
https://proceedings.mlr.press/v15/glorot11a.html

	Anomaly Detection for Automated Data Quality Monitoring in the CMS Detector
	Abstract 
	Introduction
	The AutoDQM tool
	Statistical tests
	Machine learning for DQM anomaly detection
	Principal component analysis


	Performance evaluation
	Assessment strategy
	Assessment Metrics
	Assessment results
	Application to Muon Detector Monitoring

	Summary and Outlook
	Appendix A : Anomaly Score Dependence on Histogram Occupancy
	Acknowledgements
	References


